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Resumo

Hoje vamos falar dos ataques rubber duck e possiveis mitigacoes.

Em resumo: Esses ataques sao dispositivos USB que se comportam
como um teclado, que digitam rapidamente, para instalar algum
programa malicioso.



Agenda

1. Demo

2. Alguns devices de rubber ducky
3. Mitigacoes possiveis

4. Uma aplicacao

5. Bonus: usando uma yubikey como rubber ducky.



Demo

Nessa demo vamos ver como:

1. gerar um apk malicioso.
2. programar um arduino para atuar como teclado
3. plugar o arduino no celular e instalar o apk

4. ter acesso ao celular remotamente

Link da demo: github.com/caioau/badUSB-Targeting-Android



https://github.com/caioau/badUSB-Targeting-Android

Quao grave e o ataque?
Com o apk instalado o atacante tera um shell que consegue:

e Acessar contatos, arquivos e fotos
e Acessar localizacao

e Abrir a camera e microfone



Quao grave é o ataque ? Limitacoes
Felizmente, tem com algumas limitacodes:

e A sessao nao é persistente, depois do reboot o app deixa de rodar.

e O app por mais que nao seja listado no launcher ele aparece na lista
de apps

e Os atalhos sao muito especificos para cada versao de android e
marca, dificultando um ataque genérico.

o Exemplo: (Jan/2017) Trump's Still Using His Old Android Phone.
That's Very, Very Risky



https://www.wired.com/2017/01/trump-android-phone-security-threat/

Alguns devices: rubber Ducky original da
hak5




Alguns devices: flipper zero

LCD Monochrome Display

Low power, sunlight readable

Directional Pad & Back Button

Menu navigation

GPIO Headers
5V tolerant IR LED & Reciever
800-950 nm
Sub-1 GHz Antenna
100 m range USB Type-C

Charging and FW flashing

Low power MCU
STM32WB55

MicroSD Card Slot

2000 mAh Battery
7 days of battery life approximately

iButton Pad

1-Wire

RFID Board
NFC and 125 kHz




alguns devices: omg cable (o.mg.lol)



https://o.mg.lol/

Alguns devices: arduino (franzininho.com.br)
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https://franzininho.com.br/

Mitigacoes: usb data blocker

Desvantagem: Sem os pinos de dados, nao funciona o fast charging.
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Mitigacoes: usbguard

Usbguard € um daemon para Linux que gerencia quais devices USB
sao autorizados, baseado em listas e regras.

Device ID: 8564 :1000
Name: Mass Storage Device

Serial #:

08:06: 50

(Fress Escape to close this window)

|| Make the decision permanent
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Mitigacoes: QubesOS

QuebesOS é um sistema operacional baseado em Linux que
compartimentaliza os usos do computador em diversas maquinas

virtuais.

Website: qubes-os.org
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https://www.qubes-os.org/
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Screenshot qubesOS
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in the open sea, and said on her return home she
thought nothing could be more beautiful. She had & unsted fedora-32 sys-firewall 2179.07 Mig
seen ships sailing by, so far off that they looked ﬂ whonix-ws-15-dvm whonix-ws-15 sys-whonix 0.0 Mig
like sea-gulls, she had watched the merry personal fedora-32 sys-firewall 199.27 MiB
dolphins gambolling in the water, and the & sysfirewal fedora-32 sys-net 97.89 MiB
enormous whales, sending up into the air a
thousand sparkling fountains, & aubes fedora-32 sys-firewall 99.12 MiB
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The year after, the fifth sister attained her & defoulmgmtdun fodora.32 a 0o M
fifteenth year. Her birthday happened at a
different season to that of her sisters; it was
winter, the sea was of a green colour, and
immense icebergs were floating on its surface. .
These, she said, looked like pearls; they were, : File Edit View ch Terminal Help
however, much larger than the church-towers in [ G

SHE WAS ON THE WHOLE A SENSIBLE
SORT OF LADY

the land of human beings. She sat down upon one
of these pearls, and let the wind play with her
long hair, but then all the ships hoisted their sails
in terror, and escaped as quickly as possible. In the evening the sky was covered with
sails; and whilst the great mountains of ice alternately sank and rose again, and
beamed with a reddish glow, flashes of lightning burst forth from the clouds, and the
thunder rolled on, peal after peal. The sails of all the ships were instantly furled, and
horror and affright reigned on board, but the princess sat still on the iceberg, looking
unconcernedly at the blue zig-zag of the flashes.

The first time that either of these sisters rose out of the sea, she was quite enchanted
at the sight of so many new and beautiful objects, but the novelty was soon over, and
it was not long ere their own home appeared more attractive than the upper world,
for there only did they find everything agreeable. Many an evening would the five
sisters rise hand in hand from the depths of the ocean. Their voices were far sweeter
than any human voice, and when a storm was coming on, they would swim in front
of the ships, and sing,—oh! how sweetly did they sing! describing the happiness of

those who lived at the bottom of the sea, and entreating the sailors not to be afraid.




Aplicacao: Uso como cheat em games

Alguns sistemas anti cheat para rodar em modo privilegiado, em ring

O, a nivel de kernel, o que fez alguns cheats irem para o hardware,
para nao serem detectados.

e macros do teclado
e compesador de recuo

e aimbot

A closer look at Valorant's always-on anti-cheat system

HARDWARE para TRAPACEAR EM JOGOS: Os cheats quase
indetectaveis (Ft. Julio Della Flora).
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https://www.engadget.com/valorant-vanguard-riot-games-security-interview-video-170025435.html
https://www.youtube.com/watch?v=1zmLfUzu3S8

boatrar replay do chat

Aimbot de Hardware para CSGO? Existe?
(:r Hardware Hacking

123 mil inscrnios

™ 337 iy £ Compartilhar 4 Download

Aimbot de Hardware para CSGO? Existe? (Julio Della Flora)
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https://www.youtube.com/watch?v=GOdpUrDS7U0

Bonus: Usando a yubikey como rubber Ducky

O que é a yubikey?

Yubikey é a marca mais conhecida de chaves fisicas de seguranca,
provendo um mecanismo adicional de seguranca em 2 fatores.

8.,




Bonus: Usando a yubikey como rubber Ducky

Dentre os protocolos suportados a yubikey tem o Yubico OTP, que sao
inputados via teclado.

A yubikey ndao € um device estranho a ser plugado em uma porta USB,
levantando menos suspeitas.

O blogpost: How to Weaponize the Yubikey descreve como configurar
a yubikey para esse uso.
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https://www.blackhillsinfosec.com/how-to-weaponize-the-yubikey/

